
Okta SSO and SCIM Provisioning App Creation 
This guide explains how to create and configure the custom application in Okta for Single Sign-On (SSO) 
and SCIM user provisioning.  

Log in to the Okta Dashboard 
1.​ After creating your Okta account, log in using your registered email address and password. 
2.​ You will be directed to the Okta Admin Console. 

 

SSO and SCIM Provisioning App Creation Steps 

Step 1 

1.​ In the Okta Admin Console, go to Applications → Applications. 
2.​ Click Create App Integration. 



 

Step 2 

1.​ In the Create App Integration pop-up, select SAML 2.0. 
2.​ Click Next. 

 

Step 3 

1.​ In the General Settings tab, enter the App Name. 
2.​ Upload the Profit.co logo. 
3.​ Click Next. 



 

Step 4 

In the Configure SAML tab, provide the following details. 

 

Region SSO Base URL 

US 
Region 

https://app.profit.co/app/loginservlet?a=authorize&appCode=profit&integrationCode=O
KTA 

EU 
Region 

https://eu2-app.profit.co/app/loginservlet?a=authorize&appCode=profit&integrationCod
e=OKTA 

ME 
Region 

https://me1-app.profit.co/app/loginservlet?a=authorize&appCode=profit&integrationCod
e=OKTA 

SA 
Region 

https://sa1-app.profit.co/app/loginservlet?a=authorize&appCode=profit&integrationCod
e=OKTA 

Provide the following SAML settings: 

●​ Audience URI (SP Entity ID): urn:profit-prod:profit-prod-sso-auth 
●​ Default RelayState: Leave blank. 
●​ Name ID Format: EmailAddress 
●​ Application Username: Email 
●​ Update username on: Create and update 



 

Step 5 

In the Advanced Settings section, provide the following details: 

●​ Response: Signed 
●​ Assertion Signature: Signed 
●​ Signature Algorithm: RSA-SHA256 
●​ Digest Algorithm: SHA256 
●​ Assertion Encryption: Unencrypted 
●​ Signature Certificate: The Profit.co team will provide the certificate. 
●​ Authentication Context Class: PasswordProtectedTransport 
●​ Honor Force Authentication: Yes 

 



Step 6 

Map the Okta user attributes to the corresponding Profit.co attributes. 

●​ username: user.email 

 

Step 7 

In the Feedback tab: 

1.​ Under Are you a customer or partner?, select I'm an Okta customer adding an internal app. 
2.​ Under App type, select This is an internal app that we have created. 
3.​ Click Finish. 



 

Step 8 

1.​ Open the Profit.co application you created. 
2.​ Go to the General tab. 
3.​ Click Edit. 
4.​ Select Enable SCIM provisioning. 
5.​ Click Save. 

 



 

Step 9 

1.​ Go to the Provisioning tab and click Edit. 
2.​ Enter the following SCIM Connector Base URL: 

Region SCIM Base URL / Domain 

US Region https://app.profit.co/app/rest/platform/auth/scim/v2 

EU Region https://eu2-app.profit.co/app/rest/platform/auth/scim/v2 

ME Region https://me1-app.profit.co/app/rest/platform/auth/scim/v2 

SA Region https://sa1-app.profit.co/app/rest/platform/auth/scim/v2 

 

3.​ Select the required authentication option. 
4.​ Enter the API Token in the HTTP Header field. 

Generate the API Token 

1.​ Log in to your Profit.co Admin account. 
2.​ Go to Settings → Security → API Access → API Key. 
3.​ Copy the API Key and SCIM Key. 
4.​ Use the following format for the Bearer Token: 

[API_Key]:[SCIM_Key] 

Step 10 



1.​ In the Provisioning tab, go to the To Okta section. 
2.​ Click Edit. 
3.​ Select the following options: 

○​ Push New Users 
○​ Push Profile Updates 
○​ Push Groups 

4.​ Save your changes. 

Note: Push Groups is optional. Enable it only if you need to provision and manage users based on Okta 
groups.  

 



 

Step 11 

1.​ In the Provisioning tab, go to the To App section. 
2.​ Click Edit. 
3.​ Select the following options: 

○​ Create Users 
○​ Update User Attributes 
○​ Deactivate Users 

4.​ Click Save. 
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